At National Online Safety, we believe in empowering parents, carers and trusted adults with the information to hold an informed conversation about online safety with their children, should they
feelitis needed. This guide focuses on one of many apps which we believe trusted adults should be aware of. Please visit www.nationalonlinesafety.com for further guides, hints and tips for adults.

| What Parents & Carers Need to Know about

DISCORD

Discord is a free app which allows users to communicate in real time via text, video or voice chat. Available on
desktop and mobile devices, it was originally designed to help gamers cooperate — but has evolved into a
more general networking platform for a range of online communities, discussing topics like TV series,
music, Web3 and more. Discord is organised around closed groups, referred to as ‘servers’. To join a
server, users must be invited or provided with a unique link. It's a space for users to interact with
friends, meet others with shared interests and collaborate privately online — but it's also a
place where young people can be exposed to risks if the right precautions aren’t taken.
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RENIEW SAFETY SETTINGS " EXPLAIN AGE FILTERING .
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Discord has a series of safety settings, While Discord requires users to be at least ‘y

enabling users to choose who can direct 13 to sign up, many servers geared towards
message them or send them friend requests. older users are flagged as NSFW (not safe for
Your child’s experience on Discord will be much work), which indicates they probably contain

" safer if the app’s privacy and safety settings are material that’s inappropriate for children. It can
configured to only allow messages or friend be easy to click through settings without properl
requests from server members. This will minimise reviewm? them, so ensure your child understands
the chances of potential predators from outside why age filtering is important and that it's there to
the group contacting them. protect them.
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DISCUSS GOOD ONLINE BEHAVIOUR
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MONITOR ONLINE ACTNITY

It's wise to regularly review your child’s activity

The anonymity offered by the internet often
on Discord. This can include checking their

leads people to communicate more openly

safet?l settings to ensure they’'re correctly online and behave differently than they
enabled, talking about which servers —1 would at school or home. It's crucial to bear
they've joined and reviewing some of their '/ in mind, though, that every internet user is
friends and direct messages. Ask if still a real person. Talk to your child about
anything has made them feel @ the severe and lasting consequences that

uncomfortable or unsafe. Things can
change quickly online, so plan routine
check-ins and follow up frequently.
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Coral Cripps is a Canadian-born, London-based tech A \

cyberbullying or exchanging inappropriate
material online can have in the real world.
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journalist at gmw3.com: a website specialising in all things
Web3, gaming and XR (extended reality). With a focus on I
brands and culture, she researches and writes about the - ‘ l

ways that our currentinnovations — including the metaverse
Soumﬁs: https://www.defendyoungminds.com/post/dangers-of-discord-6-steps-safeguarding-teens-on-popular-chat-app | https:f/support discord com

and Web3 — are impacting people, places and things.
https://endsexualexploitation.org/articles/discord-is-a-haven-for-gamers-and-sexual-exploiters/ | https://kotaku.oom/discord—deleted—thousands—of—violent—exh’emist—cnd—c_:rim—18466.2'3284 iy

SCREEN OUT EXPLICIT CONTENT

In the privacy and safety settings, @

Discord users are offered the ability to

filter direct messag':-;s for inuggropriate
content: a setting that should be enabled
if your child uses the platform. Discord
automqticqlln tries to flag images that are
explicit, but the setting must be manually
enabled for text. If a young user is sent explicit
content in a direct message, Discord will scan
and (if necessary) delete it.

HAVE CAND/D CONVERSATIONS

It can sometimes be awkward to discuss

topics like grooming, ﬁornography, racism

or explicit content with your child - but it's
important to ensure they're aware of the

harms these things can pose. Talking openly
about these subjects is a great way to help your
child feel more comfortable about coming to
you if they experience an unwanted encounter
on Discord (or anywhere else online).
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Users of this guide do so at their own discretion. No liability is entered into. Current as of the date of release: 18.05.2022



